NMPABUJIA NOJIb3OBAHUA NMPOAYKTAMUA N CEPBUCAMU
XOCTUHI-NPOBAULOEPA North-WestTelecom:
3AMNPELLEHHbIE OENCTBUA U KOHTEHT

NaTa BcTtynneHus B cuny: 11 nionsa 2025 r.

HacTtoawmii [OKYMEHT COQEPXMT NepeyeHb LeNCTBUIN U BULOB KOHTEHTA, KOTOPbIE
CTPOro 3anpeLleHbl Mpu UCMONb30BaHUM NPOAYKTOB U CEPBMCOB XOCTUHI-NpOBaraepa
(manee - UM Hemuos Nropb AHapeeBuy - «NpoBanaep»). 3TV NpaBua pa3paboTaHbl
LNs obecneyeHns 6e30nacHOCTM, CTabUNbHOCTUN U 3aKOHHOCTU GYHKLNMOHMPOBAHMS
BCEX NPEeQOCTaBNSEMbIX CEPBUCOB.

3anpeLlueHHble LeNCTBUSA N KOHTEHT

NMobas peaTenbHOCTb, HapyLwatolwas 3akoHoaaTenbcTeo Poccuickon ®egepaumm nnm
MeXAyHapOo4HOEe NPaBo, a Takxke NpoTUBopeYaLlas obLWEenpPUHATLIM HOPMaM 3TUKU 1
MOpanu, KaTeEropmuyYeckn 3anpeLleHa.

3.1. O6wume 3anpeTbl U HE3AKOHHaNA AEATENIBHOCTb

lNonb3oBaTensm 3an pewaeTcd:

e PaamelLaTb UM pacnpocTpaHsiTb MHGOPMaLMIO, MponaraHaMpPYOLLYIO
ynotpebneHne HapKOTUKOB, HAaCUNIME, SKCTPEMMU3M, UNIN PA3KUTaIOLLYIO PACOBYHO,
HaLMOHAIbHYIO UMW PENIUIMO3HYI0 HEHABUCTD. '

e Pa3smelatb UM pacnpocTpaHaTb MaTepuarnbl, PacnpOCTPaHEHNE KOTOPbIX
3anpeLLeHo UM OrpaHNYEHO OENCTBYIOWMM 3aKOHOAATENBCTBOM (HanpumMep,
peTckas nopHorpadus, HE3aKOHHOE OpPYXME, MUPATCKUIA KOHTEHT).

e O6pabaTbiBaTb NePCOHAsbHbIE AaHHble TPETbUX NNL, 6e3 nx cornacus nnm 6e3
3aKOHHbIX OCHOBaHWMW.



PasmeLlaTtb OHNanH-Ka3nHo, pynetku, HYIP-npoekTbl, NPOrHo3bl HA CTaBKM UK
ApYyrue NpoekTbl, HaNpaBfiEHHbIE HA N3BJIEYEHME UTPOBbIX LLEHHOCTEN.
Pa3mewaTtb MHPOPMaLMIO, KOTOPas MOXET BBECTU B 3abnyxaeHvne
nonb3oBaTtenen VIHTepHeTa, Unn pasMeLlatb KOHTaKTHYIO MHGOPMALINIO TPETbUX
nuu 6e3 nx cornacus.

HapywaTtb npaBa MHTENNEKTYanbHON COBCTBEHHOCTU (MMPATCTBO, HApYyLUEHME
aBTOPCKMX MPaB, NPaB Ha TOBapHbIE 3HaKM).

PasMellaTtb UM pacnpoCTPaHATb YaCTHYO MHPOPMaLMIO O TPETbUX NMLax 6e3 nx
cornacwus.

Pa3MeLlaTb NNy pacnpoCcTpaHATb KNeBETY B OTHOLWEHUM TPETbUX JNLL.

3.2. BpepoHocHas 1 xakepcKkas feaTeNlibHOCTb

NMiob6as 0eaTenbHOCTb, CBA3aHHas C HECAHKLMOHMPOBAHHbIM OOCTYMNOM, HapYLUEHNEM
PabOoTbl CEPBUCOB MMM PACNPOCTPaHEHNEM BPEAOHOCHOMO MPOrPaMMHOro
obecneyeHuns, CTPOro 3anpeLleHa. To BKIOYAET, HO HE OrpaHMYMBaETCS:

HecaHKUMOHMpPOBaHHbIN BOCTYN: [OMNbITKA NONYyYEeHNS HECAHKLMOHNPOBAHHOMO
LOCTYyNa K KOMMNbIOTEPHBIM CUCTEMAM, CETAM UM [AHHbIM, NMPUHAANEXAaLL MM
MpoBargepy Unn TPeTbUM NnLaM (xakepckas AesTeNbHOCTb, KUGEPCKBOTTUHT).
PacnpocTtpaHeHue BpegoHocHoro NO: PasmeleHre nnm pacnpocTpaHeHne
nobon MHbopMaLmK (3apakeHHOM BUPYyCaMn UM COoAep Kallen BpeaoHOCHbIe
KOMMOHEHTbI), KOTOPAas MOXET NPUYMHUTL BPeL 1 yobITkM MpoBangepy n/mnm
TPETbMM NNLLAM.

CkaHupoBaHue cetu: CKkaHMpOBaHMe 3N1eMEHTOB ceTu VIHTepHEeT Ha npeameT
nobbIX BUAOB ya3BUMOCTeN 6e3 cornacus BnagenbLes.

DDoS-ataku: NHMunMnpoBaHme nnm yyacTne B pacnpepeneHHbix atakax Tmna
«0TKa3 B 06cnyxumBaHum» (DDoS) nnu nobbix Apyrux 4eNCTBUSX, HanpaBneHHbIX
Ha HapyLleHne HopMasnbHOro GYHKLMOHMPOBAHNA 060pyLoBaHNA U/UNK
nporpaMMHoOro obecneueHus MNposangepa Unu gpyrux TPETbUX unL,.
®uwmHr/MolweHHn4YecTBO: Pa3melleHre nHPopmMaLummn, KOTopass MOXET BBECTU B
3abnyxpaeHne nonb3osatenen NHTepHeTa, BKNOYas GULWMHIOBbIE CAUTbl UK
CaunTbl, NpefHa3HaYeHHble AN MOLIEHHMYECKOrO NosyYeHns KOHOUAEHLMAaNbHON
nHOopMaLUN.

MauHuHr kpuntoBaniot/HakpyTku: OcyliecTBneHne fesTenbHOCTN Mo
noanepXXaHuo pacnpepeneHHon NnaTopMbl N CO30aHNI0 HOBbIX BTOKOB C
BO3MOXHOCTbIO NOSTyYEHNS BO3HArpaXxaeHust B BUAE HOBbIX eQuHUL, 1



KOMUCCUOHHbIX COOPOB B Pa3MyHbIX KPUMNTOBaNtoTax (MamHUHI) Ha
BUpTYyanbHOoM/VIP-xoCcTuHre. Pa3mMelleHne nporpaMM/CKpUnToB AN HaKpPyTKK:
NanKoB B COLMAsbHbIX CETAX, NOCELWEHNN, KOHKYPCOB U T.4.

3.3. OrpaHuyeHus Ha pasMeLlaeMblii KOHTEHT

MOMMMO HE3aKOHHOW AeaTeNbHOCTH, 3anNpPeLLEHbl Creyolne BUaobl KOHTEHTa 13-3a
NX XapaKTepa UM MHTEHCUBHOIO NOTPEebneHnsa pecypcos:

e TOpPpPEeHT-TPeKepbl, MHTEPHET-PAANO, OHNANH-TPAHCNALUM NPorpamMMm (BktoYas
CMOPTMBHbIE COPEBHOBAHWS), OHMANH-KMHOTEATPbl, LOPBEU/LOPBENHbIE
CTpaHuLbl, CanTbl, NpegaratoLlmne NPOrHo3bl Ha CTaBKK, Kannepsl.

e CalTbl, NPUHYANTENBHO NEpPeHanpPaBnaioWwmne Ha CTOPOHHNE PECYPChI,
Hapywatowme HacToswme lMpasuna.

e CauTbl, COpepXaline B CBOEM KOHTEHTE CCbINIKM Ha CTOPOHHME PECYpChl,
Hapywatowme Hactoswme lMpasuna.

e VHdpacTpyKTypa 1U/mnmn cneunanmsampoBaHHOE NporpaMmMHoe obecnedyeHne ons
MaCCOBbIX PACCbINTIOK 3N1EKTPOHHOWN MOYTbI.

3.4. 3noynoTtpebneHne ceTeBbiIMU pecypcamu

3anpelyaeTcs UCNob30BaTh BblgeneHHble IP-agpeca MpoBanpepa ons pasMeLleHus
CaNTOB, BKJTOUYEHHBIX B «EAMHBIN peecTp [OMEHHbIX MMEH, YKa3aTenen CTpaHuy,
CauTOB B CETU VIHTEPHET 1 CETEBbLIX aAPECOB, NO3BONAIOLMX MAEHTUPNLMPOBATD
canTbl B ceTu VIHTepHeT, copgepxalyme nHdopMaLmnio, pacnpocTpaHeHMEe KOTOPOU B
Poccumckon Gegepaumm 3anpeleHo». Takxke 3anpeLaeTcs ykasblBaTb
HeCYLWeCTBYIOLWMIN NN NOAAENbHbIM afpecC 3NEKTPOHHOM NOYTbl B KAYECTBe
obpaTHOro agpeca npu NCNonb30BaHUK 0bopynoBaHus MpoBanaepa.

4. NMocnepcTBusa HapyLwweHus MNpasun



B cnyyae ntoboro HapylweHus HacToswmx Mpaeun, MNpoBangep MMeeT NpaBo
HeMep1eHHO NPUOCTAaHOBUTL OKasaHue ycnyr MNonb3oBaTtento 6e3 Bo3BpaTa AEHEXHbIX
CPEACTB 3a HEMCMNOb30BaHHbIV NEPUOS.

5. KoHTakTHas uHpopmauums

Bce npegnoxeHuns unm BONPOChI, Kacawwmecs HacToswmx Npasun, cnegyeT
HanpaensTb OnepaTopy Mo CNenyLWeMy agpecy 3NeKTPOHHON MNOYTbI:
support@nwtelecom.pro. Takxe 3anpocbl MOryT HbITb HaNPaBNEHbI MOYTOBbLIM
oTnpaBfieHMEeM No rpugnueckomy agpecy Onepatopa: 196142, POCCU4, T
CAHKT-METEPBYPT, ' CAHKT METEPBYPT, YJ1 NMYNKOBCKA4, O, 6, KOPIT 1, KB 7.

WM Hemuyos Nropb AHOpeeBny

tOpuamueckn agpec - 196142, POCCUA, ' CAHKT-METEPBYPT, ' CAHKT MNETEPBYPT,
YN NYINKOBCKA4, [0, 6, KOPIT 1, KB 7

NHH - 784813407368

OrPHWM - 324784700077143
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